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RE: CPNI Certification Filing

EB Docket 06-36
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REF: EB-08-TC-3532

Dear Sir or Madam:

We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R. §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.
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CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Communications Specialists, Inc.

Licensee's FRN: 0002756831

Narne of signatory: Arlen Dykema

Title of signatory: President

I, Arlen Dykema, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed~~A



COMMUNICATIONS SPECIALISTS, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is rf;quired for use of that customer's CPNI if we are offering a
different category of se;rvice from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver eiolsting services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic seNices (e.g. call forwarding); or to participate in research
regarding the h.ealth effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPN I which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each ofthe company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling

. and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federol'CommunicotionsCommission §64.2005
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provided using Internet Web sites (suth
as travel reservation services or mort,..
gage ··.lending •services), .whether or not
such 'services may otherwise be consid­
eredt.o be information services.mLocal exchange camerILBC); The.
'terro "local exchange car;riep (LEC)"
has .i;hesamemeaning given to such..
terrIi insectio~3(26} {if. the ColTlmw
nicationl;Actof19S4;asarnTrdet;l,47
U.S.C, ;153(Zp)'>i .... ............., ..............'

(k) Opt-in approvaL 111e'term "opt-in.
approval" •refers to •a method .' foroQ,..
~iniI'l.g~ustqmerconsentt.o ,us~, dis..
dosei9rPerrnit.a,~cesst°thlpcuS~
tomer's C;PNI,; •. This,apPwval .,rnl:!thoei
requires . that ·thecarI"ierobtainJrorn
the customer affirmative,expresscop­
sent .anov.'i~thl:! requestecj.CPNJ
usag~, .disclosure, .. or access .. aft~r ,t~e

custo111l?r~'pr.pviciedCl.ppr0'P!'iat:e .' !loti,..
,ficationorth,e c8.lTier's!'equ~'t can,..
sistentWiththefeqpir~rnePts,~et forth

-mth~ssugpart..,;?,d; •••....•.•..••......•.,......•. '
.'.• ' (l)Opt-ot1ta.pprDvtfl,·.•·ffleit~qP.'··.'qpt\,
l1lUt;. ·approvaJ/'. refers .·tp ·.··tt .. 1Tlethoq}o.r\
obtainingcust0rI'lercDnsentto'u~e,dis..
close\orpermit .• acc~s .• to .thecus­
tomer'.S'GRJm..Und~r ttlis approval
!nethod,acus~orner..•i?cieelTleclto hay~

consent~dtClthe use..disclosurf;.,orac~
cess to thecusr.Dmer'sCPNlifth~c~~
tqm7rhasfailegto.objec:r there't~~it.h~
il:T.thewattmgperioddescrlbed in

,§6i1.200~(d)11)El.ft~rthe,ctlStomer~pro~ ;
videdapprqprlate;n;ot.ifiCZtti0n~f .th~
ca.rrier!g.· rel1uest f(),rconsentcol:1.Sist~nt

with the,!"'1l1es ipthisSURPart, .............•..•....', ' .
("P)R:ead11Yf3-v8:i1aplei:Jjogr:ap~FFil i1i~

formation. . "Readily ..availaol¢ bio..
. graphical. infor.-mation7' .isinformation
drawnfr()):"I1th~.custo~er'sltfe.. history
anti ili.clt1des such'thin~as 1:~ecus­
tomer's .social security ·!lurnber~ .qr~he
lastfour.. di~i~· qfthat?1.trnbe~: moth-

er'smaide.B.•. Dam..,•. e...•... '.'.•..... hom." e· a.d..' d.. re..•.ss.. '.; 0.,.1'.date of birth. .' .
('r}.). Subscriber liFt .in'farma.ti0tJ (SLI).

The term' 'subscriber list information
(SLI) •'has. the sB.n'le meaning giveri .'Co
sucbterm. irtseetion zZ2f~Ha)ofth~
Communications Act of 1934., as amend­
ed, 47 D.S£. 2Z2(h)(3).

(q) Telecommunicatioilscarrier or' car~
rier. The' terms ' 'telecommunications
carrier" or "carrier"shaU have the
same meaning as set forth in section
3(44) of the Communicationst'-ct of
1934. as amended, 47 U.S.C. 153(44). For

the purposes of this sUbpart, the term
"telec.ornmunicati.oflSc.arrier" or' 'car­
rier" shall include an entity that pre:;..
vides· .interconnected· VaIP service, as
that •term .is defined section 9.3 of
these Nles .• ' .•......

(p)Telecammunications. service. .....Ti):~
t;errn."te1ecornmunicattClnS. service"
hasi:he, sanlemeaninggtventosu9n
t~rrniRsection3(49)ofthe •C0I1'lmu~

n..l.'ca..t..••io.ns AC.t..•.....·.. O..•...•..f••.•... ,1....•..934. ,.' as.'•••....•,'. am.,...•......• enci..•.•.....e,.,••.Q. "' ·,.47.U.S.C.153(~6). ..• •
'. ·.lq/ .• Te1ephone .number of record. The
telephonenuinber associa.'t:ed With the
tlnderlying se1"lliclp,nott:hetelephone
pu111bersuppliedasa .CUstCI'rl'ler"::; ., con·
t:aetinformation. "

(-t.)ValidphotoJD. A "valid photo I!;?"
is .gJ.·gove:rnrn.ent,..issued. means dfper­
SOTIE!.lidentificatiop with a photograph
sucr} ..~.adri'Verlshcense.passpon:, or
compEtP~blerpthatis nat ~i!'ed;

f7:2fF.31961, JuneS,Z007l' .j
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§64.2007 47 CFR Ch.l(l ~I..:oe Edition)

approval to do SO, except as described fraudulent, abusive, or unlawful use of,
inparagraph (c) ofthis sectioD;Ofsubscription 'to,suchservices,

0) A wirelessprov'ider may use, dis- !fi3FR 20338, Apr. 2A, 1998,.. as amended at 64
close, orpermit access to CPNIderived FR532.6A,Oct..1,1999::67 FR .59211, Sept. 20;
from its provision 9f GMRS, without . '2002; n FR31962, JuneS,200?]

customerapprovalffor t.heprovisionofl\ '.. " ".. ' .'. . .val· .. elf ..... .... ...... '
....c~:.:Gf£-·;··.and:-.i~f~rfl1atiofi·-se~·":iee{s1:-·c •..A~---!..M-~om~iP·~~QP~~~~ne~orli~-fuS--."·;",,,-·",,,-·~,· ..- _._ ..

WlfehnEl carner mCiY. tiSe,dlscloseformatioD.. ...< .•..... ,.' ..•.........•.. ...... ,.,.
permitaccessto CPNI deriveptr:orn . . '.' '.. . ', " ". ." <',
provision of local exchange service· or . {Cl.!A ...t.elecommumcatwns .carn~r

interexchange ..·.••.servic~,· .•,·~tha~t, .'.cus-..:~ o~~~~tr6Ji~0rir~ili~d::gh .written,
tomer •approval, . for,t.hc-BfC)VlS10~of ...u).A t~lecommunicationscarrierre.
CPE an:?caJ.l~werlI1g, y01gema:-1 ot"lying on~ora,lapproval·shallbeartIle
rnes~ag~g,vOlce stqrageand ... re;t+"leval burdeIlofdemonsrratin.gthat. such ap..
servlce~! f~st?re ,and .forwarti..and proval. has • been .given incomplia l.1ce
protocol converSIOn.. '" '. . with the Comrnission1sTules in this

(Z)A .yHecomrnunicationscarrierpart.
may not use., disclose or permitBccess . (2) ApprovaJor disapproval to use,
to CPNI toidentifyo,rtrackcustomers disclose, ·or .,perrnit acqess to-a eus­
tha~tcallc:()mpetingse1"ViCeprpviders. . tomerls. CPNl ...obtaineg b,y '3 tel:e~

Forexarnple,alOCalexchangecarrier communications carrier mllst .remain
may .. notuse .1ocalservipfi!CPNltp , 'i~~ffectlf1tilth~custoIPerrevok~or
tracKalLcus~0rrl~rf .. ~ctl<pall+?cal hn'll'tSisucn appr9V13.1.orths~ppr.ova.1,
servicec~mpetitot$. •... •··•.··.·i .<'<, •.. ($) .A.tele~D~unic~ti:()nscarrier.

(0)' A. telecbmmunicati0nsc3rTier must .. IDaJ.ntam .••. records ~Qf,~pp~oval.
may use disClose.; ~Clr permit access to whethl:!r oral,wri1;tenQr.eleci:romc,Jor
. ·Kf'·>, ........•.~ .•.......•......•. ' '.. ....• at least one year.. . ..
C;Pl~l;v.rl~hqt.lt,cust:°rnerapprova.1,.~ . {oj U$~OfOpt"CJu;ta;;dQpt~liJA.P'"
de~?nb,~dlDthlspar3~ap~(c), , prov8JFmcesses.Atielecommunications
(1)~ t~lecommumcati~ns> carner carrier may, ". subject toapt.,out ap­

may use,",~lsclose,or ?erm.1t .. 'access~o proval,or opt"'inapproval, use ,its .cus­
CPl'.TJ;i~thPutcgstomer .. apprtrval. .J+ltOmer'sindividually •identifiable QPNI
its provisiom,otinside wirin.ginstalla.. for.' the ·.purpose .• qfmarketingcommu..
tion,maintenaVlc~ t and.repair services; . nicatiopsOirelatedservicestp t.hat 'eus"

(?)QlYfR,Sprov'idersmay'us~,disclo~e, tomer, ~·tel~c0rI:lmUI1icCl,!:.ions.CarTier
orpeInJ4taccess ,..t9.. CPNJ.fqr:'t::lwpun m~y,subject .. t:()qpt.;;:out .. approvalor
pose .qf {Zonductingresearcn ·on .. the .ppt"fin~pprc)VaLdisc1ose 'itsCustorner's

.healt:1ieff~ctsdfCN.tRSJ.,> '..•.•··i ! Ind.iVitiually identifiable GPNl, fqr' the
(3) •. LECs, CMRSprovi{ier~,and .~nti... PUl"p0se,of tn,ar.ketingcommunications.,

. tle$ that .proyid1:' .lntefc0!1I1eCted VolP :elated servlces; to tha~ .custClmer, ... to
service as that termi,s defm:edin§9.3 lts~gentsandltsaffihatesthatpfO"
dft.hischapter"l1'lay·.useG~NI,wit.hout ;ride ... COmrnuniC~tio~-related .. ,services.,
customer approva,l. tom<¥,ketseryic~s Pi. telecox;nmurnoatlons carr1er , may
formerlY,known '$' .adjUnct~to..basiC also .permlt. sllcb~ersonsorentitles to
se.rvices5uchas butn.ot limited to obtamacc~to such CPNJ;Jorsuch

speed ..cii.'~..··.l.in.g. '. c.0."m.'pu..te...f~..·•.pro... vided.·d.. i1"eC•. -,,\ . Po•.u:rpf·'C··.·PO~;Sth,E.x.t
C

...'7.
Pt

.. fOf. ·~ttedW:~." ··thdlS.C.ltOSUre, ..•.. ... ·il . .....;. i" '.'11' .... I "l;l. alS penrn·. evv'/. oueus..
tory,assistance, .c~ . '.mO~ltonng;~ca,., .' tamer .. appro¥a1under..sectiop§64.2005,
traem~.~aIlbl~ckmg, .... C,al1 return'f>:- ortnat •... isdesctibedin thlsparagraph,
~eat diahng,t:a.ll tracking, ~WaJ:~. .orasothervvisepr,ovidetli.ns~etionZZ2
mg;caller I.D., call forwarding, and ofthe Communications ActQf1934,as
oertain centrex features. ..' . arnended,a telecommunications car-

(d) A,teleoommunications carrier rier may on,lyuse, disclose, or permit
: may use. disclose,. orpermitaccessta access to its customer's indiVidually

CPNI to protect the rights or property identifiable CPNI subject to opt-in ap­
of the carrier. or to protect users of provaJ..
those services an.d other carriers from 167 FR 59212, Sept. 20, 2002. as amended at 12

FR 31962.. June B,2.007]
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§64.200B
" .. " ." '-:"' .. ,. . ....

allp~rti6rlSafthe;~()tifi~~ti~rlmust be
translate~ im:othat1anguage.,.'
'(7)Ac~erways'ta~~irlthenopfi~
cation that til~'CjJst0ITl.~r'sapprovallt()
useCPNI.' ma~·enhancethe.carrier!s
ability/ta~ffer .prodtl~ts~d~ervices
I:Ciiloredtl:);t!.)ec:u.st()!?~r'sI'leeds..Acar~
rieral~o,rnaY:eta~eil:l,thE\:.I')lJtifi.ca ti?n
tharlt.ma,y .b~.'l:01'?peneqt:.odisc1ose
CPNl.;~al}ypers0l:l,.·,up0!laffi-rynative

writtenreqtiest by t.~ .. ct.tsFomer.
(8,)Acagi~r~ayno~ incljJdeiri .the

rtQtificati~I"la.n~.staterne1"ltatte!rlPting
tp'TBcourage .:a ,.·custcimer·•.·to;.t~eeze
t:flir>d-'pam( access;q CP.NI,.

(9) ;.'Ih~notific~tionrn.U§tstatetbat
anY'~pproval.,or deniaLpfapprovalfpr
th~,usecif CPNIoutsideqf ·•.. theservice
tcf""hiCl1tile .'c~to'meralready 5UO­

ser:ibesfrornthatearrieris valid until
~eC:l.ls'Comer~imlatively're\!~kes or
limits ~sildhCtPpro:valor denial,i .....•..... '

(lP) ..·~telecpITl~tlnicatioIlS·.·carrie~'s
~jjlicit:a~Cln.forappr,ova1l11:\J.~tb!:proxk
t:rlate.tp '.' the "I"l0tifieatiop oia eus-
1:omer'sCPNr'.rights.<;: .:'. . .

(d)Notice RequiremenrsSpeci!1ctoQpt­
Qut: .• ,#!;el~cprn111un~c:atiol1s ,carrier
mUstprC)yigenDtificat~9t1··tri·. obtain
opt-ou,t'appr?VCl,I.thrC)ugl:l..eleetrO~ic .. or
v.rrittenrgetn°&,.bu~nt?t:.by'orp.l··corTl".'
muni~BClri'(exCe?t ..•..~ •.•. iH~ovideii in·
parap;r~ph ·."V:of't:h~sectipn)i 'T'hecQI1.­
1=eI1tS.:pr.l;l.!'Jy~~cpl1otif~pati0I"l .. must
comply'Wi'th:the:riequirel11eI1tsqf'par~­
~rc;p1;l(c)cir1:l:iissec~ioI1""<'<i '•......•..•..•.•........... 'c'

'. ·.·.·,q)iqilr;ti~r~. 'rp~t'Wait,~'30~d~Yrnin'
lrnuniperioqaf.tiTBe.after.~vingcus•.
tamets .notice a11d.anoppqr'tunity to
opt.,out ,befopeassumingcustomerap­
pr:oval1;ouse,.discl.O'se,~rpermi'!:aecess
tpppWl.Acarriermay. '.' in •its disere­
tioIl"prp\TicieJqr.a •. longer .period, ... C&!".
rie~mt:tStnotifY:cpstonJ.e!'Sas'tc) th~
appHc:aple, waitingpedod.Jor ... '~ .rt7
sponse'before· approyaLisassumed.

(~) .~~.·thee~eofaneleC'tronifform
pfnotification,the.waiting period .. shall
beg~t~ fUl1ft-omthe .. date.o.n..•.•...•. w.tier
thenotificatiop~s,ent:and
(iil1pthecase,ofno~ificaticn .. by

mail-tile waitingpenodshallbegin to
run on the third ·.day following the da:te
that the notification was mailed.'

(2) Carriers.using;·. the opt-out mecha~
nism must provide notices to their eus­
tamers every twoyears. '.. '

(3) Telecommumeationscarriersthat
usee"mailto provide Dpt-out notices

§64~OOBN~ti~~,i;~~~d':foruse.(}t
customer'Jlroprie~3l'Yn~nvorkm·

.· ..•• f°rIn~~Cl~·)··:,:.'.', .• i'<·.;
(aD.NDtIiica,tiori;Ge~eraIi:y.•. (l).Prlori:O

anysolicitel~io!f.foreus'tomerapproval,
a' '" telecomrntlriica"ti9r:scarrier .. must
P\Clvid~l1o~ifica~i(m':F9'tbec~s'tom~r.qf
the·....c:1Js~pm~r's;r~ght .t9Testr;i~t1seof,.·
disclosure'of,andaccesstothatcU£,~

tOrnE!r~s9r!';IT;'·"··""'··"i" ..· :! .. ,;, :,> .
(4Y.·.·AtelecornITlunicatio!1S·.. ·.carTi~f

mustmainUlin .•Tecords.:ofnotificati~n"
Whetl1eror~; ..·~it't~p()~ •...el~S~~()~C1 ... for
at. .. l~astoneyear~·'.·'·':···"·'··:';· ....>'··i·'.··"·...·: ... "i ....•...•.•.. .·i,

(b}l~div.~duci1.ncrt~cet.o ..·customers '
rnust·be·p~oyideq·...·~hen.solicitingap~
provaltouse""disclQse l ?r perIBitaCC~s~
to custolTlers'CENl.:.,:.". ......•......... '

(~}'Col1teI7toflJQtice.Dusto~~rnotifi.

.catton.t"I1:ust.prp)rid~suf~ieie.l1til'if9Tla"
tion..tp,t!nabletbecust0m.er1:omake .,~

i!lf0rmedaecision •.a.sto.~hetl?E!r to:pep"

.'~~~~:s~fJ:~e;~6&~~ilg~~,}.,!eJit
(li) 'ThenotiJieationmust~atethat

t.hecustomer~~aright,and tile car·
rier has'8:du'tY, u I1der federal law, . 'to

, protectth~'f°rifiqTn~J<ilityofCPNJ.',
(Zl1henotificat:ipP.:rnustSpecif.Ytne

;Ypesofirifor.i'!lation :thatcoI1s~it~te
GPJ'\Jl.andthespec~ice~tities.·tilat.Vfill
receiyeti\e CENl,. '. d7'erib!3t:he,;puryos~"
for~hichCR~M1t~lbe.Hs~dial4p ·W"

··forI1!tl1e·cust;om~tofhi~.or.herri&h~
1.:p·disElPprpv.eth{J~f:~e$'a.I'lqd~I1q:Clt
Wi'thdr1:1Y"'Cl.cF~s~~pq~Wlat .• ~~:tj;~~..

(3) .Th~notinCCl:yio1)'ITlustaqyise.t1n~
tustomer()'f.·the·.. pr~cise ·.~t~psthe .tus,:
tomer· must take .' in. ()rder '. togr~ntor
deny··accesstoc:rNI,andmustdearly
stat;~ th.atadenialotapproy81WiJinot
aifee:tthepr9",ision ·ofarlY:sepV;lcestp
whishthe.~tC)mer"'subsc;r~he~:,H?w~
evet,.·.carriet'Sc .may ... ' provide 'a .. brie~

. stateme:n~.. j;n.~lear·andnejJHallaI)7
guage\d~sctibing .consegl1enc~ .di~
re.etlyresultingfr0Irl the lack of access
.toCPNLt<·, .......•.•.....•.........•.....•......•......••......." '.'

{~}Tl1~notific8'tion .. must be com~
prehensible:and .must .fl0t, be ·miS,-
leading,., .' . ,

(5) If written notification is pr~vided.

thenotiee. must. be dead)' .legible, use
sufficiently large ,type. and be placed in
an area so as to be readily apparent to
a customer. .....'

(6) If any portion.of a notilkation is
translated into another .language,then

327.



328



redercl Communicotions CommisSion §64.2.010

§&UOlpSmegu.ards on the disclosure
of customer'.• propl7etarynetwork,
rrrror.mAtio~ ,

(a) Safeguarding .CPNl.Telecommuni­
cations carriers must take reasonable
measures to discover .and protect
agains~ .att.emp:cstogain .unauthorize¢
access.;oC~N1 .. Telecomrnuniczatio~
carriersIT:lus't .' properly ,,:uthenticate .a
cus'tomerprior .. 1Z() . disClosing .CPNT
based 'OTlCllstorn~r,;initiatedtel~phon~

contact.,oruineaccountaccess, or an
In':S'1:orevisit..· .. i·' .

(p) ..•..• Telephone access ... to CPMJ..Te1t
communications.carrj,ersmay onl9' dis~

dose' call .. detail information over the
tf:~lephon~,basedQne~torrier'initiCited
telephonecontaet ...if.thecustornerfirst
provides. thecarrierwith,.a .•pas!jW0rd,

. as.described. ill paragraph '{e)qfthis
section, .. tha.t '. i~ .. not ..prompned by the
ca1."Tieraskingfor.readilyavailable .biQ~

graphica.linf0rnIatip++ipr .account~n•
formation,.lfP1e ... CUS1:CJrner 'doeStJ0t; .'
pro'\dde·apas~ord..the .telecornlTluni3·
.cations· carrierrnayronlydisclose.. caU
'detail information. by sending itto the
'customer'saddressqf .'. record,or ...• by
calling thecustorner .. at .the'tel~phone
n~7!1b~rofrecor,:d,J.fth~.cuswmer is
abl~tpprovid:ecal1·.detail ... info:r1ila:t:ion
totheteiecemmunications carrier dur"
ing~ custom~r~initiat:edcal1withou:t

t11ete~ecDmrnunicationsca1."Ti~r's .. 8$- .

sistanC::~i' then .th~.telecommuni(4tion~

carri~ri~permittE!dto.discusl?th~call

detan•.'inf017rrl~tiop.providedP~the ·CLts~

tol1'ler.•......ii '.' ·....··v,

(p).Onlineaccess ..• to ·CPNI.·..•.!j.. tele~

commurucations'carrier' must .authen­
tic~n~acustomer,'withoutth~\lseof

readil;ya~ailablebiographicafinf°rm~­
tion,()raccountinf0r-matioTl,prior .1:0
allo\iVingfhe customer orilirle aocess to
,CP¥Irela1:ed .. tp,atelec::ommunicati0I1S
service account. 'Oncl': authenticated,
the,customermCiY0nI.yobta:in online
access .toCPNlrelated to:etele­
communicationS service account
through a password, .asctescn1Jt:clln
paragraph (e) ()fthis .sectioD,thfi't is
not prompted by the carrier asking for
readily availa.ble biographical' irifonna~
tion, or account information.
. (d) In~srore access to CPNJ. A tele­

communications .carrier may disclose
CPNI toa customer who, at a carrier'!? .
retail location, first presents to the
telecommunications carrier or itS

with the rules in thissuboart fotout­
bound •. marketing .situatio~andma.in.
tainrecordsof carrier compliance for a
minimum period .cif·. oneyeat.Specifl­
cally,salespersormelmust '.' obtainsu­
pervisory approval.afanyproposed·.out­
bound··.rna~~~:cingr'eques't.. f9r ... custornet
a,PP~P:Val··:{ .... ··i '•. '../ .•...•....•.•..... ·•.....•.••..........••.•................•.••....•.•.........• /
(e}At~leco!I1rnuriicatiqrl$carrier

must ~aveanofficer,asana~entofthe
carrie!', sigp and file Witl1.the.Commis~

slonacompiiance certifica'te pn.an an­
nual basis,.'The.officer.musfstat~in
thecertificatioPtnat.h~.or she has per:
sonClll<n0~leci!5ethatthe.companyh~

estabhsh~doper~ting.pr.-oceduresthat.
are adequate .' 'tc) ..•·ensure ·.comp1iance
withtheru1~sinthissubpart,. The car,
rier must provide'. a 'statementaccorn­
panyingthecertificate .explaining.how
i1:SoperatingproceduresensU.I'f;that It
is or is.n2ttn compliance Witil :1:he

. rules, infhis . subpart, 1:n addition, the'
carr;ier m1i§t/includl;.a.p ,·e~lanp.tion .'. O{
any actions taken '. againstdata:brokers
and a .summar:yof aU customer' com­
plaintSreceiVedin·the .pastye~cDn,
ceITling .theunal.lthoriz~drel ease~f

CPNJ; Thisfilj:pg mU?tbe,. madearmu­
al~ywit1i~heEnfClrcement.Bureau ." 0!l
or befereN4arc:m.1in. EB Do.cketN9' .·O&­
Bo\fer data pen:a.iningtpthe previous '
calendaryectp,

... (f)Car:riersrnust~rovici~ .~ttenp:o­
ticewitfiI1f~veb1.l.Sines~. days:toth~
Commission~faTlyinstan9~'Vv'beret~e
opt"out mechanisrIlSrlo'no~worK;prop­
edy., to sucr;;ri\degrleethaj;consl.lmers'
inability to opt-out is mare thaI1 'a71

anoma1)'; '.' .'.< ..

U)Then~ticeshallbeintlleJormof
a lett.et, aI1dshaHinclude the carrier i$

name,...Cl~~79riptiQn .;of .. thl": .... oPtOio14t
mechan,ism(~}~sed,,·theprdblem(s)ex~

penenceti, . the .reI11edy .. proposed .and
. wheIiit,will be/was. implemented,

whether the. relevant state commis-
sion{~)b.asbeen nptifiedanq wtIetherit
has taken any action•.•c;J.·copypf the no­
tiqe provided to cus17omers, and ..contact
information..

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

I63FR Z0338 , Apr. 24. 1998., as amended at 64
FR 532'64. Oct. 1. 1999: 67 FR5921S,' Sept,ZO,
2002; 72 FR31962.. June 8. 20071
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agent a valid phm::o matching the
customer's· accountinfarmation.

(e) Establishment ora ·Password and
Back~up AuthenricatiotrMethod§ for Lost
cr ForgotrenPasswords.Joes1:ablish a
password, a telecornrnunicatioI1S car­
rier must authenticate the customer
without·.·.fh~us~·••·~(jfreadi+ya\1a'i1ablebi­
ograpl1icalinformation..or account .in~
fOI1Tlation, •Telecommunications . car..
rie~s .may .·create.a back..upcustomer
authenticationmethodjnth~even)::of

a Jost<or forgouenpassword,.but .such
back-1.l-p . custom!;!' authentication

. method may.not prompt fhe customer
for .• readilyavaila.ble bi~fFaphical.infor~

mation,or accountiriformation. If a
CUS1:0mer ··cannot provide the correct
password Or ..the .correct. response. for
the .. back.up •customer .• authentication
.method"the·.customer.musE··establish .!3-.
new JlassVlor\:las describ~dinthispara-

gra:ph,.' ·••.···•.••.··.C....•..............
(f) •... Notification .of .8 ceount changes:

1'eleCClI'X1IJltll'li9crtiC?:SS.. farrie;Cf!,.Wl7st ..nqt .
tify .cust0rI1grs.irI'lI1'l~ciiat~+~'V>'henev~~
a passWOl:d, ..• custorner··.responsetOa
back"up .. mecps ...• of .authe!1tication .for
lost .or .fprgotten .passwords, prilineac.
count.,oraddres!>.• ofrecord,iscrea<:edor
changed, ... 'ThisnCltificati:():r:lj~not .... re"
.quired yJherl thecus'tomerinitiates
service,includingthe, .selectioIl.ofa.
PasS'Worc1.·.··atsElT\'·ice··.initiatio!t,....This .TIg.•

tificatipnm(},y. ·.~.~...~rol1~l1(iCarrier-.
oIigtnategv9icElmail·'orte~'Jnessage
tp th~telf\lphon¢.nurribeI"\.pf·reC~rd,..qr··
by·. rp.ail tQth~;~ddtess. gfrecord,and
must '. not.·r~ve84thechanged .inf0frrla~
tionprO!ilSent to then~v.r,accpuntin­

formatio.n, .•.••...••.... '.' .•.•... ..•.••........•...
(g) .B!JSinesScustomerexe1T1Fti~n, THe­

communicatio!1$ carriel:'$may .bind
themselves .. eontra:t:tua1~y .. 'tp.authen..
tication regimes C)therthan th0Sf: .de~
scr:ibedin this section for services they
provide to theirbuSinessc1.l-S!0ITlers
that have both a· dedicateo account
represEmtativeand :a contract that spe.:
cifically addresses the .carriers 'prater;­
tionof CPNl.

In FR31962.. June"E,2007)

§ 64..2011 Notification of customer pro­
prie~rnetworkinformatioDsecu·
rity breaches,

(a) A' telecommunications carrier
shall .notify law enforcement· of a
breach of its customerS'CPNI as pro-

47 CFR Ch. J (1G-1-DSEdition)

videdin thissectio1:l. The carrier shall
not notify it:; cuswmersor disdose the
breach public+y, whether voluntarily or
under state or .local law or .these rules ,
until it has .completedtheprocess of
notifying law enforcement pursuant to
p"'I'a.graph (q)~fthis section. <.\ ....'

(b)Asso~l1aspractica.ble,andinno
event later than seven .(7) business
davs,after reason,,-bledeterrnination. ofthe .. breach. thE; .·teleco~uni~ations
carrier shall.electronicaljy .. notify the
Unitet!StatesSecret ... Service (USSS)
and. the Federal.Bureau .oflnvestiga­
tion (FBI) through a centraJreporting
facility. Ttle •. Comrriission""illmainta.in
a link to the reporting fadltcyat http://
www.fcc.gov/eb/cpni,

(l)Notwithsrandingany. state law. to .
thecontraIJ!,theCaITiers,ha}1. not.\ no­
·tifycus1:0p1e1:pprdiscI9se the breach
thepubIicurttl1.7 . fuUbusiness .. days
have •.·.·.pass,ed.after.... notification .. to .thr
lJS?S ·ano ..• the•FBI·.~c~pra,s.prSvided

iD,.P·.a.!'agr.......•.~.. p.h.••.•....S••.•..•.•••...•••.(.•.~.•..).. ).z).'.•.........•.?,n....•. d rP.·.J k..•...3.•.••.J'.•...••....•.0.....••.. f......•.. tn18section."... . ..
(2.) .lIthe.carrierbelieves thatfhere. is

an· e.xtraordinarilyurgeI1tneed to TIO-.

tify .any '.. class .. ofaffecr.ep customers
sooner than .otherwise allowed under
paragrCiph ·(byU)pfthis .sec1:ion,
order .toavoid immediate .andirrep~

araple ...hirr!Il, .'. itsha.U.·soindicate. in its
notificati()n an¢ may proceed to imme~

tiiatelynotify itsaffecte.tlcust0rners
Ol"llYClfterconsultationWit1'lth~.17el­
~vant .irntestig<:\:tiI1ga.genqy. Tneca.rrier

.shallcooperat~with . the Tele'la.rltm~

ves~iga~ingagen~'$requ.estt()m.ini~

roize anyaoverse ~ff~Ct5....•·••. ..ofsuc1'l eus"
tamer notification,' .··c

(p). If the relevant investigating agen­
cy deten;ninesthatpublic. disdosure or
notice.."to ...cus~o:rn~would impede or
compromise an. ongoing ...orpotential
criminal investigatiol1 .. or national. se­
curity.sucbagency ma:y direct the car­
tier not to .so disclose .or. notify for an
initial periotioft1~to3D~ys.Sur::hpe­
riod ma.ybe extended by th~agency as
reasonablY,necessaJTh! in the j~dgment

oftheageney. If such direction is
given, the agency shall .. notitythe car­
rier when it appears that public diselt)­
sure or notice .to affected customers
will no longer impede or compromise a
criminal .investigation. or .national. se­
curity. The agency shall provide in
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